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(Internet Protocol) IP 3 &7 o7
Gl oy e s dnternet , LAN , L) a0 Jlasl 51 o a5 el (DI o0 YY s0e

& Jlasl )b o b as 8,5 Ll o XXX XXX XXX XXX &g a5 g o 1) [P IS S 0 05 o
L IP ol b 0 Jle gloe 4 08 o s o3 oyl Dial Up o g0 4 <oyl
SSS e YAV 00,00,Y ¢ a4 sae pl Gl Son goms Jlasl jo Lol sl YT,V 00,00, - F

AP u»)é‘i éﬁ)ls
w5 1P JolS Cicogs 6l p. 80 (6 kews slos )5 g ol aSils )0 dnliwlits G lgie 0 IP
Sy ) Aoy daliwliss asol> jo a5 job lan 0,5 wuplgs o Lal ol 4 law a5 el TCP/IP )

Pl ololis lp Gl aliwy 55 TP mgd cod Ggmime arals 1 555 51 e g Csle Cusn 51>

Co Jorin a0l 0 &S e e job 4y 0 ,lad 092 o] (g a4y Jlasl Gl g el oSl

&S wo |y e g Sy Jlie azd JeaslS a5 ool (ROULING) b ,we (ROULET) Lol
D9 s ooliwd L 1P (5, uSe ol i Laseds

o ) S 5 45 el BTl ool ey s (6 Aiged S 355 Jlie Sl S 4 a3 4
AP ool 4 glows

Command Prompt loow 4 el 3 59005 Jole g ;0 35 1P 048561 canss

Windows IP Configuration O Ethernet adapter:

IP Address. ........:213.155.55.232
Subnet Mask . .......:255.255.255.0
Default Gateway . . ....:213.155.55.232

Default )s lgs ple 0sS azgi conl ool ain o5 IP Address jw 4 s s
L IP &5 o5 o abisde ab walys  w,p law (Gateway, Subnet Mask
el YAY)00,00,YYY
¥
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class A

Class B

Class C

N/w

N/w

IP L’J)QT O)‘NL».»A‘ 6[& udw

wonis AB,C,D,E o35 iy 4 IP (glgs o]

AB,C LledS s dS opl o 5l digd oo
N2 05T HoST )

.M}\oﬂ‘sfaL@;T C)..;‘;,a\.;dfa.;)b 3,8

N/W

N/W

N/W- s HOS 5 NEt coad 45 4 [P ool

A ,0 oyl e HOSE g5 1o 5l o) a0 ool a5 conl glaSiiss w0l ko NEt cen > 90 0

b Sy IP ol Sy a4y HOSE g NEt arass (gl ookl 550 o 5 i o o |, N

D)l w0l BT(Class) s

A TN

U"‘ Jﬁ‘ eS| Q)jso)‘)ﬁ oolazw Sy9w sj)).a LgL(de...u)QIP Wd‘fwuuys&yuﬂ
5l oo Sgu> g oo ool Host !, aecs] Ul aibige Solaie VYE LY 5l b WS

Sl 13 oo yoT cnl 03 ol 558 o )3 LM el 0 P (slo o yoT les g1y 95250 slocuS 5

POgasn E9r t b 3 90

Network ID (bit): 00000000.00000000. 00000000. 00000000

Broadcast ID (bit): 01111111.11212121111.111112222. 11111111
Subnet Mask (bit): 01111111.00000000. 00000000. 00000000
First ID (bit): 00000000.00000000. 00000000. 00000001
Last ID (bit): 01111111.11111111.11111111.11111110

:B TN

BAYA 5l ba] ST gl a5 sloim,ol 0 pae 000 LS £95 (! 5l Lawgin slaaSiets Yoona
500 ST g g INEt s sl 55 la ool pgo ST oiun WIS (pl guae AiS oo a5 1A

el + g n8y5) 90 sl
Network ID (bit): 10000000.00000000. 00000000. 00000000
Broadcast ID (bit): 10111111.11111111. 11111111, 11111111
Subnet Mask (bit): 10111111.11111111. 00000000. 00000000
First ID (bit): 10000000.00000000. 00000000. 00000001

Last ID (bit): 10111111.11111111.11111111. 11111110

Yy
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C s

YYY EVAY llagl Jgl castas sla ol oS solatwl IS ol 51 asilys oo S g8 sloasiis
030V 08, gl 611 99 sl o Loy yol cpl 0 15 o 1,8 eolaiul 550 HOSt & 01 Larass
Lol + 08y eege 5 ) 8

Network ID (bit): 11000000.00000000. 00000000. 00000000

Broadcast ID (bit): 11011111.11111111, 11111111, 11111111

Subnet Mask (bit): 11011111.11111111. 11111111. 00000000

First ID (bit): 11000000.00000000. 00000000. 00000001

Last ID (bit): 11011111.11112112.11211211.21121110

:D TN

ool 8l glas LB la o yol g lo oMl b (oS g 9948 oo oolizwl Multicast 1, (oS ol 5
oAz gy Gam S YA 09 0 £9, piuo b S (e jlaz 91 L Loyl 0l Sy (ragus 5 (09
3 1S oo |48 oolaiul 5,50 Multicast Sloplin daba ol 4o,

Network ID (bit): 11100000.00000000. 00000000. 00000000

Broadcast ID (bit): 11101111.11111111. 11111111, 11111111

Subnet Mask (bit): 11101111.11111111. 11111111, 00000000

First ID (bit): 11100000.00000000. 00000000. 00000001

Last ID (bit): 11101111.121111111.121112121. 11111110

055 oo 58 ooliiwl 0,90 iulesl o)lge jo i g o)l D LS 4 g0l sals WIS ]
Dgdon E950 V5l ol polem G aS Cal I D IS L T cogles Ly

Network ID (bit): 11110000.00000000. 00000000. 00000000

Broadcast ID (bit): 11111111.11111111, 11111111, 11111111

Subnet Mask (bit): 11111111.11111111, 11111111, 00000000

First ID (bit): 11110000.00000000. 00000000. 00000001

Last ID (bit): 11111111.11111111.11111111. 11111110

AR}
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o 1 2 1
012 34 6 7012 3456701234667 01234667
A e e
Class & a 24 bits | Mode i) ] 1.0.0.0 - 127 255.255._255
|
-4—  NatlD —
o 1 z 3
o1 234 6 70t2 3466701 23466701 234667
LIl Lt
Class B | 10 | 16 bits (Node 1D} | 128.0.0.0 - 191.255.255.255
- HetlD ——
o 1 z 3
P12 34 % BT O T2 348 ET 0N 23 A8 ET 0123 AEE T
Ly e e
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&3 Het 10 i
o 1 s =]
203 4 8 7012 34587012 %4687 08123456467
IR RN ER RN
Clags D |1 K] Multicast Group 10 (28 bits) | 224.0.0.0 - 230 255 255255
Multicast
o 1 z 3
01 2 34 % B FOT R 3IA4EETONEIAEHET T EIASE
HEEEEEN NN R RN
Class E | 111 1 48 Resarved for future use (27 bits) | 240.0.0.0 - 254 255 255 255
Exparimeantal

IP w37 Julox
oo g ools 7 i kol 1) aiaS ol eiST oo .l (oo YY s0e SO IP o waf o5 j5b len

iz 48 ol ool BYTE ¢ Bit pualis cils aiejls cllas 5l caond ol S0 fousS oo 55b 1,
55 (o0 8 FsmelS Al (6,5 ojlailamly 1 Sz sS4 BIT
P b F plen Co ¥V 08 (o 4 pl plo s o0 ol ST S A goeme 4 :BYtE
aly ol opS oo,k 0¥ sliw jo ) dloel ForalS aS ol (gl g ol (Vo sliwe) (5Ll sle
g o (V sl BiNATY & 50
:Loopback o !

elxil Sy Loopback .oss oo esliwl LOOPbACK ol 4 Sllee sl VYV 0,0 ) )0l

St 28, 50 ae (ol 0 )5 ot B e (B093 Sl p |y slaas (e sla FgslS 5 (ST aS 0gd e
] S Y Lasl s
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:Subnet Mask

host sla casg G 1, Net sla e oles el p3¥ Subnet Mask' ool 0,51 cowss sl

:Broadcast
s o Broadcast ol ssles SO 1) o 6l (w0l HOSE cas slo s alei a5 s

ool 8 4l slacl plad slp conl p3¥ a5 Slaplin iy opl 5l osly oo a5 &l oo,gl Conas Iy
PSaoled Jloyl 1) 0g

‘Invalid ,Valld sk o ‘5]-

Sopan [P glls Jol a0 A CadlS a5 il anils aSid g0 Mo oils juime o090 a5l
TP ol ls oo a5t 45 5 ol yrine ATt 1o L IP ol clly a2l VAT, PAYYS,)

3L Jate (6,500 S

:Private g Public sk o !
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ANAD c5,8 0 o IP 5l aes opl 005 0 2 55 ol & IP o] dLis s> 0 0 a8
s, Private address ...ilb . < (Authority Numbers Assigned Internet

s (55970 g 4 gl LT 5l eolatul (gl g 098 (o ooliiul (oo (slo aScis (s

PRIVATE IP ADDRESS K opad gl [P sl
O 03 IP 81 28L (e 53 e )

IP Class Host IP from Host IP To . el ) .
O )R il (s gan Qg fagD)

Class A Voo VYO0 00.Y00 Ll (agee [P &) pat

Class B NARIAR YY.XV.Y00.Y00

Class C YAY ASAL- . YAY.NFAYOL.Y OO
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(Domain Name System) DNS ywg
gz &S e o ol [P ADAress gl p asits jo la oyol ads ol o a5 jghailen
dod 4 gy o [P Lo Ladly LT Lol czisls oMbl T 4y by o [P L ol T oyol 5ol sl a0 049
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P OB d Hg s S dd)la o aS LB golass o, DNS 4 Ly oledbl. DNS Server
Sgrtp el (nl &5 Wish o UPDALE L lu)is; 4 ipe b L cnl 5 035 o (g lagSieaish
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“That’s In my cache! It maps to Oy

this IP address: 70.42.251.42"

DNS Z
Server
“Great! 'l cache that
d'Thanlqs fri: the for a white in case |
irections! Now to 2L MOre requests”
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Server
A
-
“The domain name
W howstultworks.com
n is mg' in + data:;it or
*| need directions to R R SRy A
htlo: 4/ www.howstuffwarks.com® DNS server?

s 3 1P ol o5l o cews a1, 5TIP c DNS 5 auiS o ol 1) ol ol b ooyl (sl Lot
[Pyl Lo ausS soliiwl colw o 5l lsaze aiwlgs Lo aSams (6 ando b wile oo (BU o y9,0 s
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(Dynamic Host Configuration Protocol) DHCP g sw
sy ol Ko s DNS . o1 s default gateway subnet mask .,s1.address

el 0391 wal b Silogsl jsbo 4 ) o 0
01y 093 oyl IP lolis gt Jog ol & valys o PC o a5 Gloj Jlie plgie &
5 |, Luiwlys o a5 o DHCP server Jsl s o Jlo,l aSs 9,0 Broadcast o 50
DHCP server «s _ IP PC sas o olas! il 4 (cwyws slp IP S PC T o

Client locates DHCP server (Discover)
—

DHCP server responds with an IP-address (Offer)

Client requests for IP-Address Lease (Request)

:
Server acknowledges and issues lease (Acknowledgement) %

—_—
Server DHCP Client

Joud plan S« DHCP server O gl ;0 9 0pd o9 XS oo 8Ly 00T Jloyl Gl

4 |, acknowledgement < sliy cpl ;23,5 L DHCP server.as o Jlo,l colgs o
sl (.. s DNS subnet mask address) PC ;L 5,50 Sleodas g bo 0,01 50 ol o

Sk (o0 ) Dyge 09D (oo ploxl Al e B (b aS gl il (o JLo)
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DHCP 51 6 al> 1o j0.055 o gisbesdans S0 slp K0 sl IP sloles DHCP 5lg0 8
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oolial £ g FA Slodyg 5l g 2l 45 Cend 53 4 03¥ S o Jlo)l Gl 1, PC 5L o0
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Subnetting Jwslv
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vsles oo aslol SUbNet mask s bl 4 6 cws sslass L Subnetting
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\ IP Address 14Y. \PA. Voo
Y Default Subnet Mask YOO. YOO. Y0O.
(Decimal
Y Default Subnet Mask: IARRRRRAN IARRRRRAN IR AR R PR ERINA AN
Binary
¥ Subnetted Subnet AAARARAE IARRRRRAN Y. IRERRRER SYOO.YOOYONNYA
Mask: Binary
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o Default IP NetID JARRERRE . Vededeoo, EAR R R
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1P 4y, VA Voo . ol 4 s IP 5 S,
Address
Default YOO. YOO. Y00.
Subnet Mask
(Decimal
IP YYeooons X YeYeYeoo, VeV ee | e
Address
(Binary
Default IAARRARAN IARRRRRRE IR RRR R P AR
Subnet Mask
(Binary
IP AND YYeooonn X YedoYeoo, FR T Y P
Subnet
a=z:. NET IP Address=192.168.100.0 , Broadcast IP Address=192.168.100.255
Jol ooy S8 aSes
P ay. VA Voo - Jol &St sl IP 51 S,
Address
(v (Subnet 1
Default Y00. YO0. YOO. \YA
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Subnet Mask
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(Binary
Default IAARRARAN (ARRRRRRE IARARRRRAR Yoooonnn
Subnet Mask
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IP AND Y Yeooonn . YodeYeoo, S Yo yee, Yooosons
Subnet
a=: NET IP Address=192.168.100.128 Broadcast IP Address=192.168.100.255
y0oo--- / 1AND1=1 / OANDO=0 / OAND1=0 AND _ihie Jloel Gy x5
voo-=y / 10R1=1 / O0ORO0=0 / OOR1=1 OR ibate Jlael iy pos
yO0ooO-.-y / 1XOR1=0 / OXORO0=0 / O0XOR1=1 XOR ke Jleel ciy x5
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LR R B R I = TR O I TR I B B o KY 9 Q»Lu‘ﬁcﬁ.lb/\o‘y‘sa%\”l.g
:f“'«")b ool ool IP uuLw‘ﬁ

kel IP =11000000.10101000.11100010.00000000 =192.168.226.0

JAERERRE AEARSRRER L EERE BRSPS SVAYAPANYE VY (YAYAPANYS.. -1 AYAPANYEYY)
(AERERER AR R RN R R PR PR PR SVAVALAYYEXYYY  (VAVAFAXYEYY -1 AY.APANYFSY)
JARERRER ARE RS PR R R PR RIS PR SVAYAPAYYESEYY  (VAYAPAYYESE ---)AVAPANYFA0)
Vewnnen AR RS RERN AR PR PRI PR SVAYAPAYYEAZIYY  (VAVAPANYFAS -V AYAFAXYRAYY)
Vevoons RS RS RN R PR RN IR PR SVAVAFATVEAYAYY  (1AVAPAYYEATA =2 AYAFAY TS O4)
IARERERR AR RS PERN AR PR PR N PR SVAYAPAYYENF VY (VAYNPATYEN S —--1AYAPAYYRNAY)
IARRRERD AR AR R PR P | PR S1AVAFAYYENAYYY (1AVAPAXYSNAY = AV FAYYENYY)
Vevoons AedeNee AN e e SVAVAFATVENYEYY  (1AVAPAYYEYYE - AV FAYYEYOO)
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(Command Prompt) CMD 49 aSuw Of ygawd

e 6,8 Ll (gllo Jais 4 atsdS M5 oIS plal o S Ll (gl 059 50 o fale piacns
aS aisS e eolinl 55 (Graphic User Interface / GUI) 31,5 6,15 Ll G 5l aisgs
el plosil BB g Ll WS e sl T LS

30 050 g0 00ls plxil 1 ol I 51 6 ey g oaile SBL Lelole piews )0 jei i Sledadl Ll
5hasb Lsl 1 eslewl sl 4 o)l )5 59009 ;0 CMD g WSeid jo Terminal ool o sl

S )5 S pll o logass adlos san ;0 9 5 gl ad,> Wl a5 oS colaiu] cungd jews
il ylel s ol B 5 (gl Al ol

13905 ool g3 co Jolase g, 9o CMD Lo a5 o o)lg sy

Command ... 5 3, Start/All Programs/Accessories sgw 4 :Jgl oo,
S 1,1, Prompt

g 00,5 b, cmd e Ol 58 e a9 RUN & 15 15 60 1)Win+R slads :pg0 g,

A aolgs >l le s las asliy OK a5

Ayls B SLsl CMD asly Jol b e a5 00105 oo colp |y 028 o oyo ool
CMD s o« &l jgiws 5 (S5

WP g s 5l lbls )l cunsy 0,5 S sl 0)lge yian ;0 Hgimws w\:ARP’ﬁ;@o O

Y
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oo ooliin] aSls slo &5 ads 0,5 S g wledais alxil 1, - IPCONFIG j4iws ©
C O

o ol 1) sla CS gw Cardg g 4l Ylasl Cunsg )l gl s - Netstat jgwe o
DO

yape o P aledlbl g [domain ) pwls o6 0,5 > sl : NSLoOKUp gws ©
g oo oolaiul

o sl as bl cws (Packet ) aw cpais Jlo)l b jgiws ol : PING jgis 0

Cams o LIS 1y 95 (595 2 O975e Slebiloy ples und PS jzus 0

Lams e liS 1) g 9, 2 9990 sla FOULING table L : Route jgws ©

9y 32 OlMbl osiil b paiz dhiwg b Ll Gel poges Bi>: Shred jgus ©
255 bl HB oS 5 g S

S 4l o5l (PaCKet) ais G 0,5 L3S e 9,5 cews s TTACEIT [giws O

Sy eples Dl ygiws pl 5l (S g 4 adldl o

A
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PING g

B Admimistraton: Lommand Hrompt Ll j—

:pyv-:ght <cd 2Il9 I‘Iu:w::fg én:gggitun All rights peserved. : PaCket Internet lﬁ Ping )9—:-»&)')

iUsers\MiMFa>ping 192.16.188.1
i 192. 16 188 1 with 32 bytes of data:
ed

SR T S N TR CI- W Group
.P Z 17 hecsi0ea"l @, Lose - 4 ctom loss, TCP/IP u»).a..wb JJL9 LSJLJUQD Lgl.a:)b;‘

iMFa>ping 192.168.288.1

1n5'l_1§21168 ;28,1 uie a: : oK ‘_i.,‘ JLA_,‘ o Ls‘)" Jowls LJ"‘ ol
: Jld sl 5 K0 Gl pls 4 ol b

| e 09l (oo ooliiul dalis i O
96&45@'.4)\)9&: LSAOQLQ.H.H‘ lS U'.’.‘ )‘).u 45.‘.‘»)& hOSt uS.al.’JoLu)‘ 6)‘)3).: )y 6‘).3

o5 o 50,5 lag ;o pad gl welS (pl 5l eolatulasl aiils oezg Jlasl g)l,8 n IS FguslS
Internet Control Message Protocol L ICMP S5, 51 PING .cwl aiw; ol 5o s
Jlo ) b aislS ol @dly,0.058 o ooliwl remote host L host i b Jlasl 6,13, vy » !
339 e A ke 5l Gl db,e g dile o (TEPIY) Ful Jitiaisais & (FEQUEST) conlys o
L1y s dolee b e S o ol 4 Jlasl g)))85 50 a5 (6990, o il oo bl
PS50 )5 08 g axgie 395 (oo el o)l l 3,5 (o @S (b PING gl eoliul

PING jgws 1yl

Sz S oo Sz PiNg 127.0.0.1 5L 5l als L) 095 gl Jlasl (5,15 ol
Aol sod bo pian 5 ISie o (TEPIY) 595 o0ls sl (FEQUEST) Lo cslgs o a5 a5

Ping IP Address of local host
Pinging 127.0.0.1 with 32 bytes of data:

Reply from 127.0.0.1: bytes=32 time<lms TTL=64
Reply from 127.0.0.1: bytes=32 time<lms TTL=64
Reply from 127.0.0.1: bytes=32 time<lms TTL=64
Reply from 127.0.0.1: bytes=32 time<lms TTL=64

Ping statistics for 127.0.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

dore 4l j0 a5 (6,500 6o ignlS 51 (SO jskaie cpl (sl oS oo s 1) Bl Al s
w5 o PING 1, 5,05 1,5 (local network) L

o
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Ping IP Address of local network
Pinging 192.168.0.2 with 32 bytes of data:

Reply from 192.168.0.2: bytes=32 time<4ms TTL=64
Reply from 192.168.0.2: bytes=32 time<4ms TTL=64
Reply from 192.168.0.2: bytes=32 time<4ms TTL=64
Reply from 192.168.0.2: bytes=32 time<4ms TTL=64

Ping statistics for 192.168.0.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss)

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0ms

L1, Kl o5 o PiNg 1, default gateway coisls JSiw 5w Ju3 g al> o, 51

20 oS oo oy <yl b 1) default gateway Jlas! aslS ol bieasos (oo plosl 55 asalS

L default gateway Jlasl )8, 0 o o35 (FEPIY) el aialS ol 51 a8 590
ol (LS o ]

Ping IP Address of default gateway
Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time<4ms TTL=64
Reply from 192.168.0.1: bytes=32 time<4ms TTL=64
Reply from 192.168.0.1: bytes=32 time<4ms TTL=64
Reply from 192.168.0.1: bytes=32 time<4ms TTL=64

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0ms
ol Jite col 6 Mo L) remote host G« LLs,l )3, cwyp slp ;51 6 ao o yo
oS S | e 50 sla g, b bl 5,8, b oS e PING 1, (Yahoo.com

Ping IP Address of remote host
Pinging itpro.ir [62.193.15.162] with 32 bytes of data:

Reply from 62.193.15.162: bytes=32 time=150ms TTL=116
Reply from 62.193.15.162: bytes=32 time=153ms TTL=116
Reply from 62.193.15.162: bytes=32 time=149ms TTL=116
Reply from 62.193.15.162: bytes=32 time=154ms TTL=116
Ping statistics for 62.193.15.162:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss)

\f2
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Approximate round trip times in milli-seconds:

Minimum = 406ms, Maximum = 457ms, Average = 423ms

O 99,5 Sl 2 0l bl g8y Como pad 4y 008 g oo al e )z (nl (b o
Sged gz 1) asl ISiie & j90
PING jgiws b grsigu

L PING/? Sole 50,5 o)y Looyls ool (SWILCN) slo acgome e PING giws
Qi s bei] )0 a5 .0, saline ol (oo |y 0ialS pl (6 degeme ) s adS COMMand prompt

soyLlal ol 5l diges
ol pba P ool bos:-a

o getway g la g, bawg Jlo)l lo ains 40,5 ankd asbsd 5l & jle opl ig b o -f
D9 (50 (&S gl

YY o i Oygo a4 jlaie ol PACKET G jo (Jlo )l sla ools cud )l b jlade s : -

sl Ay cud,b Wilg co Sob PO ¢ b pSTas g cwl ol

ol ¥ 538 Grom Sygo a a5 Iyl Glpsnlss o slass yoss - -N COUNE

v
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HPING ygiwd

Sl 45 (68,050 40 LuesiS (o oolitwl ICMP S5, 51 PING gm0 o axiS 45 jghailen
i il 3 55 1 a8l g Sl 55 () 3l ool wsl, sy g 5o S5 o
HPING asle sas o bo a1y jgiws ol 5l oolil 1o (5 i 6 pdy Bllaxil g o olild a5 5,10 8459
G analS pl o oS |z 0,8 e )18 eolitl 0550 i HPINGZ . HPINGZ (5 5asaz 555 5
ol 5l eolaiwl jo SIS s mogd (0 eolitul TCP JS5g, 5k ICMP S5, 5l solail sl
Aales eolazwl aielS (pl 51 ailes oo dutiwlgs a5 loy yo aS 1> Cllls walgss 09> g winlS

IPConfig ygws
6o, 5 Sl ygiws 51 Ko S Ipconfig

:\Users\fdastjerdi>ipconfig
indows 1P Conf iguration

It fe8@::bc3B:7aab 12449 :151c%27
168.168.7

Lot jowd ol 5l oolaiwl b ogd oo colazul

: feB@: :b5£4:567c 1 e 1af3F 16
: 23.1

g9 5l bl asle anle,d cvmlin |, il

@ o5 I beolinl )50 DNS - 500
Shawnles odalie ji 1) 095 g a5 &l 4 g e Sosd wyol slea L MAC address olg
allaz ok a ) el 05 » 4y bgy e Dledlbl jgiws (plall S92ge Sl OIS S 5l i
Loy 4y o0lo yinled Sledol caslos ool zedgw 9y 5 (olead 4 ailS (pl 5 SToaes oo ioles
L1, ipconfig ;51 Ll wsl . default getway , subnet mask . IP Address L.l
oo 0dls ialed TCP 1 IP S5g 0 09250 clonlats g cledbl  sled e b ooliiwl All g

dleyd eoamlin ]y Slol slo zgw (o ipconfig gws 4,15 Slo aslol jo 090

IPConfig ygws sl

ipconfig
Windows IP Configuration

Wireless LAN adapter Wireless Network Connection:

Connection-specific DNS Suffix:

IPv4 Address. . .........:192.168.1.3
SubnetMask . ..........:255.255.255.0
Default Gateway .. .......:192.168.1.1

Ethernet adapter VMware Network Adapter VMnet1:

A
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Connection-specific DNS Suffix :

Link-local IPv6 Address . . . . .: fe80::d826:eccl:b3f5:755
IPv4 Address. . .........:192.168.179.1
SubnetMask . ..........:255.255.255.0

Ethernet adapter VMware Network Adapter VMnet8:
Connection-specific DNS Suffix:

Link-local IPv6 Address . . . .. : fe80::49¢3:c9db:dbd4:a87

IPv4 Address. . .........:192.168.94.1

IPConfig ,gaws s g gw

aly py 95 wsle >g9,5 COMmMand prompt s goes ool gl 1 Ipconfig /all

MAC [P address . hostname oS o ovslie a5 jshileaass o Sl )18
IP Lo s 0 a5 DHCP server « L, . IP address sDNS Server .address
o sl ookl b jeiws pl 0,5 51 e awlol jo o el ool sols [ioles 5.5 awo @address

f ool ,d oo cvnlive |)aII/

ipconfig /all

Windows IP Configuration

HostName ............:V

Node Type ............:Hybrid
IP Routing Enabled. . ......:No
WINS Proxy Enabled. .......:No

Wireless LAN adapter Wireless Network Connection:

Connection-specific DNS Suffix: .

Description .. .........:Atheros AR9287 Wireless Network Adapte
Physical Address. . . ......:78-DD--A-0D-CA-0C

DHCP Enabled. ..........:Yes

Autoconfiguration Enabled . . . . : Yes

IPv4 Address. . .........:192.168.1.3(Preferred(

SubnetMask . ..........:255.255.255.0

Default Gateway . ........:192.168.1.1

DHCP Server...........:192.168.1.1

4
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DNS Servers . ..........:192.168.1.1
NetBIOS over Tcpip. . ......: Enabled

Ethernet adapter VMware Network Adapter VMnet1.

Connection-specific DNS Suffix: .

Description .. .........:VMware Virtual Ethernet Adapter for VM
Physical Address. . .......:00-50-08-0:----\

DHCP Enabled...........:No

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : fe80::d826:ecc1:b3f5:vaslyA@OOOOrred
IPv4 Address. . .........:192.168.179.1(Preferred(

SubnetMask . ..........:255.255.255.0

DHCPVGIAID . ..........:637554774
DHCPv6 Client DUID. . ... ...:00-0y-----\-\f-f0-f5-aY-0F-FY-fa-0a-v0
DNS Servers...........:fec0:0:0:ffff::1%1

fec0:0:0:ffff::2%1
fec0:0:0:ffff::3%1
NetBIOS over Tcpip. . .. ... .: Enabled

Ethernet adapter VMware Network Adapter VMnet8:

Connection-specific DNS Suffix: .

Description . ... .......:VMware Virtual Ethernet Adapter for VM 8
Physical Address. . .. .....:00-50-5s-0.--.--A

DHCP Enabled...........:No

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : fe80::49¢3:c9db:dbd4:a879%19(Preferred
IPv4 Address. . .........:192.168.94.1(Preferred(

SubnetMask . ..........:255.255.255.0

DHCPV6 IAID . ..........:654331990
DHCPv6 Client DUID. . . .....:00-0y-- -+ \-\f-f0-f5-aV-0F-FY-fa-0a-v0
DNS Servers . ..........:fec0:0:0:ffff::1%1

fec0:0:0:ffff::2%1
fec0:0:0:ffff::3%1

NetBIOS over Tcpip. . .. ....: Enabled
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il o DHCP pgas o oo cobls &l ipconfig sls S5y 5l S

o |, DHCP & slee 5 s o3>l )5 4 crenew yrelease sls zssw L ipconfig

O ygo 4 &8lg,0. A5 o o131 1) 00l pites s 00l ools plaisl sla o (sl Jrelease TR
S sl aSis Ol (6 aed I pnw 4 00 ools plaisl sla [P (s aes g ol (5,3 L
S35l am aSs &5 6l 0,5 Lastie basS o oljT igd e coliwl DHCP (6l a5 (vt

L Lot a5 Sloy s nl 00,5 (o0 Jlosh oud (rped 4508 OIS (59, 2 e DlaesS ¢ gl
o S8l 0 A w0l A4S Wl eud daxgie 4l aiile w3l 0 1S lws sl 00 S o JSCiee DHCP
L ,850b wles,S cdbyoas o IP o a5 Sy b ol oo olosl DHCP server ;lwcs
3yl8 0925 Sialeal
sileasS o oz 1P glolss g aiw b o cwlys 0 DHCP server « renewgsq.
Rlog B IENEW (s aslsl ooz IP 58,5 sl ) ol aSis @I85 6 ol lgs oo ¢ (B gedgm
Ao oo Ol all ouls (g3lasl ol DHCP ;l was IP &G 85 6l e )15 G oS L)

ipconfig /flushdns

ipconfig /displaydns

Sde $lpasS o bos IP 4 1, hosthame <, dns a5 L dpconfig /flushdns
ol 5l eolitul wad loame )5 ST a5 WS e 033 095 CAChE o 1) hows cpl 6 s Jbo;
i ST sl DNS 500 a0 g (6 anxlye 4y 65k T samme o slpecisls 1) 0]
oolil g (pl 5l 0lg3 oo CACNE (pl 0,5 S sl « wisl axsls 39>9 DNS cache s
oo oolitul zigw (pl 5l CAChE DNS g sasliw ldpconfig / displaydns.s s
5l Jlie aslsl o el WSgd jo ipCoNnfig Jolee giws IfCONfig a5 col S5 a4 p5Y oS
Dges dublys snalice |y JULal &8, ;0 nae g 99 o2l 5l eoliul

DNS 5 sanlis sl ipconfig /displaydns ;i sslasl

ipconfig /displaydns

Windows IP Configuration

parsgo.com

Record Name . . . .. parsgo.com

Record Type .....:5
O)
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= 'E
Time To Live ....:206
Data Length.....:8
Section . ......: Answer
CNAME Record ... .: mail.parsgo.com
Myadmin.void.search.com
Name does not exist
mail.google.com
Record Name . . . . . : mail.google.com
Record Type .....:5
Time To Live ....:87
Data Length.....:8
Section . ......:Answer
CNAME Record ... .: googlemail.l.google.com

vaiogatenotifications2.sony-europe.com

Name does not exist

: e ANS 8 55lS b Sledbl s I, ipconfig /registerdns jgiws 5l solixul

ipconfig /registerdns

Windows IP Configuration

Registration of the DNS resource records for all adapters of this computer has b

een initiated. Any errors will be reported in the Event Viewer in 15 minutes.

: 9955 [P ool o5 s, I, ipconfig /release jgws 5l oslical

ipconfig /release
Windows IP Configuration

Ethernet adapter Wireless Network Connection:

Media State . .. ........:Media disconnected

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix: .

IP Address. ...........:0.0.0.0

SubnetMask ...........:0.0.0.0

oY
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GetMAC ygwd
Getmac |siws o9 3)ly Jha 0550 i S (w3l 50,51 Cawds lo g, 5l 508 (S
5| pel ofiws 29,5 sla INtErface ;l plas o Ko slo ool 51 ciacd Goyb o 5l aS wil o

:\Users\fdastjerdi>getmac

Ih931ca1 Address Transport Name

\Device\Tcpip {AF885293-8B59-4799-91F1-FDAF69B31DF4>
\Device\Tcpip {643EC?94-16F3-4F7E-2268-D2EI5E282842>
i l—S I—S 6-Co-00 IS \Device\Tcpip_ {BD7BDA?F-8DF1-485F-ACD8-2BAE1CEF24C7>

\Users\fdastjerdi N

Lo oo adlas |, ey 55 05,0 o1 Disconnected L, Connevted

ARP y giad
s 0,3l b Jllae ;o 45 jshilen

> arp -a .... Displays the arp table.
:\Users\fdastjerdidarp -a

e erost Addrecs = Phyeice ad Tope b)b 6)‘)3| Coew U’“’)‘bl g_i.’ c\i».w C))ls
y"d-lc
dynamic
dynamic . . . -
= So 8l anload Sl 55, 2 oS
Ez:::iﬁ
ynamic . = . .
Ez:::;i JQ‘? LS-Q 6)5-1\) [oraian l.f (o
ynamic
dynalqc

dynamic . . . .
§i @ bgye IP 51wl sl 13, bLs)|
dynanmic

S ol il allhe Jlie gie.shOst

192.168.3.62 dynanic . R
Pa005 81 16 seacic ° Lol s\-" oaus Ll Q‘ lé aS Sl ‘5”5)

static

224.0.0.252 [}
239.255.255.258 ££ static
255 .255.255.255 f—ff—fl‘—ff—ff—ff static

Sl 5 il o (5,50 3l 00y Sty
ookl MAC Address oled b (6,138l Cew uyol 5leols Jloyl g cdl o slp 2l piiacw
a5 550 6 e MAC )01 xS 51 pitacens 5 a5 Sl 0l w1 oo i a5 Jlgmo > ayles
23k 0 ARP 2 5z aly Sasled (oo oy 1y 0875185 LU T b oS 30,k 5l smly> oo
TCP/IP ik sla Loyl o !, Address Resolution Protocol u ARP «3ls o
S Y 3 ihie ool ot gt gy ool Sl ot (b MAC (038 sl ool
D9d a ploul aSs J3lo o broadcasting Juo )l s ,b 5l a5 (Y s 4Y ;0 MAC ol 4 Y
ool opl A W55 e 0l B aSin s 48 0ansS Lol jgeslS LgS a5 aiS o Jos Ojge o

Me b s g MAC )0l e Sl (S (> @ 3l P

oY
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broadcast sls data o s NOSt s acs 5 595 o soliw,d 4 1o 4, Broadcast
&S SpelS 4 MAC ool cyols )13 Lisl 0 b dwgp opl Colys jo.aiwd o1, 06MAC
g oo JolS g wyol ol anels 093 sla eols Jlo,l sl

Cinad 5 Y gAY 4 Y Ay ) gaodl dias 5 JEB ) ) IS5 o) il 8 ARP
A1 (e 485 )8 (o) (u Sae ARP (et 48) Y s 4 40 ¥ s 4 )

MAC o fA ol & IP o Yy el bas  (ARP)
IP oo ¥Y eyl & MAC s FA )01 Lo (RARP)

32-bit [P
addresses

3

ARP RARP

v

48sbit Ethernet
addresses

oo hoas MAC o0l 8 6l slp g 098 oo axsliz CAChE ARP (lgie L oo (]

5 Lol ol USG9 ol leitomd o yioges 51 So Cache ARP Logs o ool o bl IP o

855 2 eizmed dusgy (il isd Sy gloy50 Sygo 4wl b (35,5 Cenl dgamme (]l S L]

ssb 4 led (oo SLT) Wigdh (ool oolitul (K00 a5 le SeaelS b LLS 1 5585 (sl (33500 2
15,8 5929 CACHE 4 654,9 8V IS

Static Cache & Dynamic Cache
cache jl 5 wgs o Jgoz o)y ARP Lawg a5 sies slo g0, StALIC sla (509,9
Ngd oo Jodz o))y Droadcast & ,b 5l Silegl & 90 4 a5 olo 589,9 Ll 0l axalyss i
router ;i o1 0,5 o 6l 90995 Lo a5l ;0 piamam « ,15 0,50 1P 40 STlog (610 a5 (69 150 ,0)
o w3 CAChE o wllos T aen [P 5 oS jge Wb alise sla SWILCh 4 ls getWay « Lo

b aly> S cache ;i g s o as dynamic sla g, kil @ g (84 oo

of
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ARP gt sl guigws

00,5 Bk (gl pdigh Bi> g adlol waslie wily o ARP cache a4 o ssq, ples
ARP s susliv slp anle solizul ARP cache 5l aslg o b oyol ol 4 b yo OIS
sy ki |, ARP cache sl jLs 31 s sl sslexul @rp -g L arp -a awls jicache
ARP Gix> gl .o, 0, aIp -a <IP Address> auls 5l ool solizul o> slalP
S e FaslS 5l an 09 oo solizwl AP =S 5 oS adlsl sl g arp -d wwls 5l .cache
S, 8 4 by ye sla o] ARP cache as o ls (multiple NICS) o jslaie s> aSits slo
A &5 S a by e ARP CaChe (s sualice gl 18 .aiS o (6 )l sl aillas jobo a1,
Aol s oolawl @rp -a —n <interface> jgius 5l sslyis 5

:ARP jgws 1,21

arp -a
Interface: 192.168.1.3 --- Oxb
Internet Address ~ Physical Address  Type

192.168.1.1 1.-0s-vf-e9-aa-4y 0O0O0OOOOO

192.168.1.255 ff-ff-ff-ff-ff-ff  static

224.0.0.22 01-0--40-------1¢#  static
224.0.0.252 0y----o0-----.-fc  static

255.255.255.255 ff-ff-ff-ff-ff-ff  static
Interface: 192.168.179.1 --- 0x12

Internet Address  Physical Address  Type
192.168.179.255 ff-ff-ff-ff-ff-ff  static

224.0.0.22 0)-..-o0-------\#  static
224.0.0.252 0y----o0-----.-fc  static

Interface: 192.168.94.1 --- 0x13
Internet Address ~ Physical Address  Type
192.168.94.255 fi-fi-ff-ff-ff-ff  static

224.0.0.22 0y--.-o0-------\s  static

224.0.0.252 0y--.-00--.----fc static

NSLooKUp ,guws
il o DNS @ bgs o o S JIS01 @) 9 s ¢ 2blas cqa suie 4l NSLoOOKUp
D9 oo Hbles pieew DNS 00T IP host ol CMD (slas ;o ojleyd ol 5l ooliiul L

IATA
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SialS aSes jo byl 6,3, e ads @8] ol ledlbl b o9 fail « DNS a5 5,90 ,0

G 10 DNS o Slee 8,90 40 a5 jghailen a5 > gl o JSiw o e client 5 oL °
Slas p slo 4ot o aigd Ll oy ol solul b 5l asslys o 500 LClIENt s o i
w0 &y 0 wiare;ls DNS @ (cals y oulss Ll 4 Mlais suislys 45) o (5,655 ploguiSTga g
gyl . NSLOOKUP wi wselys fail 5 domain g s,e:5 plogstsss fail ( DNS 51 s Le
Sl s 4 g Jlasl pae jo Sblas glp g wles o w2 |, DNS Server ;s las oS,

Mol b ol atsls 099 DNS Server o aloil 0,55, a5 S50 50 058 o0 ooliiwl Koo
L aS Ghge 5o ged oolitul aielS ol 5l ple (g0 JSte (o) 2 S Bl ALBIN 0525 (69,55
2500 1 e PING 3o,k 51 Ll o, 1S REPY o1 1ol 1) 1l 0,50 55,0 4 bg e [P PINg
il o DNS I Sie 45 0l 4l linabsl cdpsled oS autaslss |

20, el g0 NSLOOKUp IS j5b

Interactive & Noninteractive

command prompt ,s I, NSIOOKUp 5w ks Ssle « « interactive el o
51 s 1o dad gieaw DNS ools oL o a5 090 o ool Sbey cdl> cplanles oo 0l
command ,s I, NSIookup jgius a5 Sl 5 ool Slo @ omled (cwyp 1) 0550 SO
olis a8 oo eolitul piww a5 s DNS Server o by o IP 5 ol lol wosS” oo coprompt
G s 50,5 o4ls i o) Sl (6 alold bt ¢ gum jlau (0 s 0l oo 00l
22,5 salgs logg aalol jUal cpl asy 1, CIT + € L eXit ads a5 Sbej b 5 wile .« NSLOOKUp

U 1, Parsgo.com . . Sais s alold b pl go,5] jo Wl 5l cyz oS o8 b
DNS & bgje [P losze rizmen 5 coleo (nl @ bgppe la IP (6 ads 90 clpe wanles
D908 dulgs sanline |, auS e eolinul a5 sServer

slo a5 ash wgd o5 ol NSLOOKUP jgins < s « NONINteractive > s Ll
Py Jlss @ 055 ISt S sl 51 e Olsie @ 058 (o0 ol O] (5 asldl )0 55 (6,500
b 1y axiwa TP Jlos 40 a5 ule pb « NSIOOKUP ol 5l o 0slys (oo el oo Logeaso
ool > cpl 5l awly o b dutmd ol a6 JLio @ g auls 1) 1P 31 s wSWIL b oS
G

:NSLooKUp ,gws sl g gw

O 55] (o0 0 Cand y90 4 DNS domain sl 1, cledbl zesgw ol LS

bf
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LS el o )l5 oS pogas 4 9 4 o |, DNS 5,00 Server
S8 o i |y 098 0 ooliiwl DNS Liug a5 5ys @ [Ser port]

SIS e et |y o g04, olaws 1 [Set retry]

W0 (g0 yued |y 055 (oo sy oS SNl g5 1 [SET tYPE]

oolazl 2/ l.’ help ng.w )‘ ».\,9‘5.) e J.«olf Oygo & LS U"‘ 6[.% stm )JL..: PRV R S

NETSTAT 4w
Hgwd (plail o NEtStat 548 o ooliwl TCP/IP Jblas gl as Sljgiws 51 500 S
S 2l ¢ 4l s G TCPIP ol b o cleglass 5 lbls )| s 4l 5 S5 Coms
ol &lg o aas e olis |, routing table) b e Jolas (oo § oiiws solitwl Jl> o
Sledbl Netstat .l o owyp 9 JisS |y Ll ol 4 lo (9,5 9 b (639,9 (5 adS alS
0 ol 1) stes ooliiwl Jb 0 &g 4> a Ll aSul g 4k @)1S  SESSION o 4 by e

ADO

oley ol o as sla JSSgp glgl Jols aas o leis e NEtStAL 45 Sledbl 5,8 i & j50
remote s o soliiwl a5 o s, 4 by e Sledbly ls lOcal address « ass o solasul
|) d)l.? Cuxdg “-"-.’.Ler' 399 QS = oolau! oY LQHT as s’Ler’)ﬁ" EY by)..o Sl 9 L address

:\Users\fdastjerdidnetstat

Active Connections

Proto Local Address Foreign Address
TCP 127.0.0.1:49888 activate:49889 ISHED
TCP 127.0.0.1:49889 activate:49888 ISHED
TCP 127.8.0.1:51716 activate:12882 _WAIT
TCP 127.08.0.1:51725 activate:12882 TIME_UAIT
TCP 192.168.3.28:50634 10.10.10.18:pptp ESTABLISHED
TCP 192.168.168.7:2492 blugro2relay:2492 ESTABLISHED
TCP 192.168.168.7:51724 111.111.111.111:http SYN_SENT

\Users\fdastjerdid
&)l RBy s oledbl Jobs Jlo 50 5 5k pies Sld)s plaS g5l ploj 0 5 el pldl b o
aSd 0 A jeb AT WoT o lad A g oS o STy aSls Bl aly jo.0kiwn SESSION

oy
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Tracert yomwd
:\Users\fdastjerdidtracert www.google.con ‘5‘)_’ LQ';-’ 45 w] 6».\.«'».0[5 Tracer‘t

racing route to www.google.com [173.194.112.188]
@ hops:

over a maxinum of 3
. el 0ads (b pwlul (6 adlsy S plovl
78.39.87.165
fos1-262-i%0 s cld i a5 ol RN
{g:gizgi'i” 01 S AM.: Cow ng U.M.u o Q 9
ey
1821297 G u."..\.uf &° u.L: dao Ayl é“).g
Ll 2um 4 PING &8lg 0.2l Dyl PING g b
186 ms fra@?s32-in-£20.1e100.net [173.194.112.180]

A 22,5 PING 1, 1 &S (g1 o8 55 (0 Lo
LLs) )3, g s b casl FUN L Jlas o

Balss 3,55 5 T L e [0 00ls sl atws a5 |, Sl iy, S ST tracert Ll ws o w0 )
Teoly Hloy b g diw ) sod duato 4 00ls slo wiiy a5 Sy &l joams o Glis oIS Glp ], el
ol o el 53 & 0¥ nS o oolial s ol 51 il gb 5 Jsinsl (S PING s
oS e ooliiwl [ICMP sS4, 51 PING aielS asslen 00,5 53 jtin a5 jshilen oo aisls

Glpasilas |y date Saowsls g lods o slo Cla b by aSiil slaws b aiST co SoS Lol 4y aialS” -]
sols sla aiws ylea L s data packet a5 oss (5,8 iaijpe Jle SO jgiws ol 0,05 s )0
b 1y ol VY pane o & o5 5o €5 55 T (Saled s b ol 3 55 5 Fasles s |
oolitid 15508 ool Lo o Slajedipd oo b 458 by et 51 Gl lS 53, e Ll S e
Qs &S Cewline lay cplaS Canl aisl Lol sae Ve a be Ols olowd a5 Wygl (0 4> gl 0iS 0
S e 45 280 Sle Gl 4 Cel (See (nl g WS (oo (b alie 4 Gaem); Sl 1) 60 e b
Oy Sl L (g 00ld (sl a9 il oo AOWN il 03,5 oo (b Jyors & jg0 4 Lo diis a5
6 4D S Rl gl b 90,51 0S8 Sy e @dlgyoaiS (b Ty (6500 e Wjgme dale &
o) aawg lis o )lg Leds (sla cols asyl ase a4y LelasS oolain] 50 g Ol 5l ¢ o
ke S (b dake & oe; Sl | (e 42 1 0310 4570 250 el Wl (o0 (S 0D
S oS 298 az gl 015 (oo wialS (l Sl eolittul b Lol el gy (6 dug o (il yeme (5 Ay
ey g bl alys (oo edel g2y 4 JSie Sbllas (sl el g, plaS L LS 5l Led ass o
oS eolawl &g

Tracert <hostname>
Tracert <ipaddress>
30 S a5 | (gl alads wilgie Lol 0 aiS |y i ool 7, e wilgh god jeiws () ax S
oo pladl i 140,85 Bl db Cod Cgure sl g, F05,1 wedsS o | Conl sols &, il
<5 L hostname G a5 le ol oaisS g8 oS ol o ol S tracert ;) solicwlos
OA



1 ‘5793 Moo C\S.....u W Lg)“)"" ol) 9 R-A-»OJ

S0 o 03l Giuled fygiw O 50 b Gla 4 by e wledlbl (S s tracert |jipaddress
Sy, ,» domain Name Juls cod 31 cygiw 10 g om0 oo plis | b g, 4 o atus youm,

KTV oaly lid

Tracert jgws slo guigw

ol g ol 5l ooliul (9048 o b NOStNAME @ la IP Lo 51 sils g ool -d
ey Joe ool 5 T hostname o ols o 4 by [P Lo b Lo 0iS o )1 liren
2051 50 ety 1y gy Pl

O Oyg0 40,5 i |y 5, SO sl ola slass JiSTas g o s o oolal L -h
Loladl oo 3e Yo aiiS o0, FEmMoOte host & o) lp s i a5 Slo Ola slaw 58

e 1y Wiley ey Slate delip SO U aiS o Job oS (4l Jo ulol ) 1) gloy o -W
SeS Lo wilgs oo Gl o ol (0,5 0L L o5 ¢ poylo Wb sligy IS 4T 2Blge jo WS oo

LS

oo i3 )T Jai 50 (Lialy (58 ey D30 4 45 (6 e S 1o Asegmgus ! 5l eolil (5 ]
o g_m).x.: &J‘”‘)" aS ‘) (S oo uLon tarcert ‘4,.5 < oolazw! 6459.“: k)"‘ )‘ aS ‘S,LA)A.MS P IR
Loose Source Rooting 45 option ,l w.es 5 cop bd jgusls 4 9 05 o JUio

058 g 2] 5 S)yge 4 T aiels 5 ans LOption
Tracert -j <hop list>

0 pasin |, Femote oSt oG ogs Loyiws o cde aS cul samssgw I3l tarcert
o>.0ub o tracerout o ol Jole welS o g oolaiw! joaing 4o dielS plous
9 T DA & 2999 o

Tracert Switch Definition

-d Does not resolve address to computer names.

-h Specifies maximum number of hops.

- Specifies loose source route along host-list.

W Specifies time in milliseconds to wait for reply.

AR € 2012 - JPPrilitF e ROVl clothl gy, gt cpl|

oS sdslive auly oo gy yo |y tracert sle zmisw
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(Active Directory) s.g 1o gust

S Sy bl 3 5 455 slie e sl g Sobe 5,8 lags 5l 51 (5,55 118 52551
ol 0330 ,5 s j9,m jeoiag Slue p Sd 0diBO gy (Sl aS Sl iy w59 peime (Sledbol

B Active Directory Users and Computers T -0l x|

File Acton View Help

&= Hm|3a5T7a%

: Active Directory Users and Computf li{=h= | Type I Description |
@ [ | saved Queries 3 ADExsmple.com  Domain
SR==| ADExample.com “| Saved Queries Folder to store your favor...
| Builtin
# || Computers
[# (2| Domain Controllers
[# || ForeignSecurityPrincipals
| Managed Service Accounts
| Users

Kl — 2
I | |

S5 R0 95815 (IS (slad) 0)led g

9 bl (o0 yiie &g Lol STa ST g e aiejls wlie S e sl 6595 Rls 98T g0
B g ceai baslsl 0 0 i o0 O g0 gaizme Ojgar a0l lie Co o (5,655 plo 5STL a5 Jb>

A audlg> Ll Yoo A g m j90ing o (5,955 pld 0351 L

Jie o lgze au .l Jlads 4 pb 0,5 Colaa o of, S DIrectory o8l o 5 cwasge 5o

b (o) i) Sy lime )] 45 a5 CBF a0 6 ygS pls Sy 1) 6 ,iSe S Sy oy oo coolus
6o i o led 4y (6,5 pb) Lol _alul il az 85 Ky 3o iens] o bogs o (Slaie) oy olee
Ngd o b ls IP address 4 DNS o6 DNS s 5048 (oo Lo o (Oledbljlaie) o )]

el ks SO aslie Lo 85 (6,655 pld gy SO S g 0 K0 Ol @
(s ewid J;lBQLwJLO.w O'.’.J‘L’)‘ﬁ""’ﬁ*”g_sﬁoj"}‘b Y| bﬁ&ybdjélﬂ&:‘&)#f‘b&’)b
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55 5 Slio a5l s bl oo LU &y a3 ga 518 45 1, Y ledlbl ol
Gl gy 0,50 Sl g2 058 oo 5 el g 635 po Sledlbl o pae ;Y Sledbl  oled (5l
gy () Gl 4y az gl bl Sglaio 00,5 oo oolainl alides slo g 40 A5 (6,655 plo
9 S| (pogas m > Lad> g (Sl (casu Sl sln K00 (Su e g (el sl el

D9 ooliinl (6,955 o pugyw LS 50 55 (6500 Gla gy g e SS9 5l b azs o oS

< 2,3 1, IDA L Identity and Access s, Ll Directory Services Lxul ;o
Capie |y Hladl )5 B oS o SaS o ylojle 4 a5 axiwe ol Kal, DA sla Sal, .o

<l Active Directory Domain Services la .l oy 5 900 45 oo s 41| IDA o
W S aj|)|\’~ . )’ng;.igbo‘).oﬁ:)tg U’“‘lﬁ‘ Lg‘;gg&&odﬁo \o(qcl )Q}M—lﬁ)—v-‘ u*ob 6)515);“& 9.»..».5‘

.Oj{ od; ;.AL?Q.." O 9 U"‘ LS‘)" ‘) NTDS |Al.> MSLMJB)KJLOJJ

Yool 9w j90ag 30 Active Directory e

:’ﬂ—\/{;a S— lf)J 5w CMD L s sol> L s RUN s (o

File description: Active Directory Domain Services Installer Q°9‘°5 )'L? L' )%9_,43 JQM;S L5A uel_’ ‘) d Cp ro m O

Company: Microsoft Corporation
File version: 6.0.6001. 18000
Date created: 1/19/2008 6:23 AM

s 510 || depromo I, 4, Search , Start Menu

Computer
Network MLQ'; QSA }Lf ‘)
Control Panel
Administrative Tools >
Help and Support

Run...

S~ Search Everywhere /
4~ Search the Internet

]dcpromo.exe @ (00 e 3 I

Jistart | o B E € J%ServerManager |
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@1 Active Directory Domain Services Installation Wizard x|

. Advanced Mode 435 cwd pl o Y
Welcome to the Active Directory - -
Domain Services Installation

Wizard 2 oy oS o0 ol 1 INstallation

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an

Active Directory domain controller. To continue, click Next du:.’ Lﬁ )‘é S ~ S N eXt duos h) (5 5 )

[V Use advanced mode installation
€am more abo € addtional options that are

available in advanced mode installation.

More about Active Directory Domain Services

°=l Active Directory Domain Services Installation Wizard

Operating S Compatibili .
Wﬂ'&?ﬁ:::cmy settings in ‘;zmows Server 2008 affect older versions of Q.i‘ )b ) .‘.\.QLAJB &..15 N eXt ‘LQSJ 65) ).’ Y‘

& ha . e
1 Windows Server 2008 domain controllers have a new more secure defautt for the W L. L.s)lS)LM, (_)05"4} )Q gs";‘)"’ d"l})A
sewriysatmg named "Allow cryptography algorithms compatible with Windows NT
4.0." This setting prevents MmsoﬂWmdowsandanmsdtSMB "clients” from
e i e e S aS So Slo 5 ol le
sessions against WS er main control a new ".'. ) pS 9 ) 0 J,Q
default, operations or applications that vequueasewmyehannel serviced by ) B 9 (50 . 6
Windows Server 2008 domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft EX B . o - ES
SMB "clients" and network-attached storage (NAS) devices that do not support —o u&\))gﬁ )\b éjs‘lﬁ-c 0)5:" 9 )Lf-’ 8 oyt %"-LEA
stronger Some ions on clients running versions of *

Windows earlier than Vista with Service Pack 1 are also impacted. including domain
join operations performed by the Active Directory Migration Tool or Windows
Deployment

For more information about this setting, see Knowledge Base article 942564
I Cso 4 Ll ale b anslye cilug,Sile

{http://go microsoft.com/fwlink /?Linkld=104751).
/ slo s oals 5o NT joan5 51wl
<Back [ Net>N|  Cancel | o
P ooy Glaiiy ol @ Voo A g0 590

ol Slazslin Gy 0ed god (Sleidy NT jo0is ooliiul 550 (0208 (5,550, slo p 65!

(DS g logm Sl ie dslol 5l auS oo colaiwl joim 095 4l )0 jouisg 5l adus

al
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s il 5 JSi sl oS Laie

Oole uyws jo sl 43S 008 atie bhis JLSLe (0 59w ol sl p3Y pad il o

S 4o was el K csle) Create a new Domain in a new forest
(o K=
oS oo Dl 1y a3 pl 0,105 099 L 5| FOTESt s (g bxl o
(0930 JSi> s o) EXisting Forest
s o9933) Add a Domain Controller to an existing domain o
(omald Sy S (palo
5l olebl lp S s obel Additional Domain Controller
58,5 oo oolitnl J S cpaalo G 5l Lo 5l mels SO 0 Vgene ey o AVailability
Sk le CadlS (595 Gl p9d se i ) g, (Ao b jg e SO STE
Lo s S elw) Create new domain in an existing forest o
(D97 g0 Sz S 50
IRCLEPPRE ) YL TN VRNV S (Child Domain) 55,8 omels SO A S ol

Create a new domain tree instead of a new child =
(Tree Root s skl domain

oS Cowl giuals Tre€ ROOL a5 54 o olow! S5z )0 wo o300 G an s ool b

Dg g0 Sl bxol yo

@ Active Directory Domain Services Installation Wizard x|

Choose a Deployment Configuration
You can create a domain controller for an existing forest or for a new forest

€ Edsting forest
£ o, dad Byo sl jo il ol S5 548
' wor Forest G o wosr s S
r_ £ - r ee (- r )
CG Create a new domain in a new forest ) (S‘ﬁ 45 w‘ Q] Q}, J.{lg 4\_,,_13 MLQ.; QL?:;"
More about possble deployment configurations

<Back I Neﬂ)}\l Cancel I

Credential G el p3¥ wss sbe! Child Domain < s)le @ b oS bl

Pt

4 4.351 3 plee Wil P SO Jol e 09

Gl (o yod Bl (358 3)l50 plaS 2 ol
Jle Oy a4y anily ansls Lzt o, 05Y
create a NewW . ay;¥ axls

I, domain in an existing forest

:)'\ &l

o PBEl il pas glan S 4 azg b D
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Olye 4.0 ,51 pal,d el Enterprise Administrators og 35 gac colsT G a5 conlio
e d 9o cysls Read-Only Domain Controller skl sl (6,50 Jie
ofy auad a5 ol DNS 6l conl p3¥ pimen 035 <olas Domain Administrator

Sg>g0 FOIEST G (59, yitme U G b pb cpl oS 0505 maylo o1 5o 1y oz 9,90 (5510l

x :
& = | Forest RoOt 4 wb al>,e cpl o

Name the Forest Root Domain B £
The first domain in the forest is the forest root domain. Its name is also the name of  L=1 =1
the forest. —e

S 45 (69,190 4 .emles 3,19 1|, DOMain

Type the fully qualified domain name (FQDN) of the new forest root domain.

pU 5l el )5 camle B az g abools S5 5

FQDN of the forest root domain:

IADExample,com t
Example: corp.contoso.com f"‘“"l'“’ ) oolau PaI’SGOCOm

Parso.com

i

<Back [ Nets> ]  Cancel |
3

x|
—— - Ls.og_i}u))‘)aj NeXt uo)lgd.l}).ow|)d
This is the name that users of earlier versions of Windows will use to identify the L.i.:

new domain. - . . - . . -
The wizard generates a default NetBIOS name. This wizard page appears only if you i

have selected advanced mode or the wizard has detected a corflict with the default

- el wils 992 g0 assls sl w
Eﬂ\en;‘?d(cceptN a;henamemathasbemgenevatedbythewizardortypeanewnameand N : ¥ = - =
en -

Domain NetBIOS name: |Pars=o a dS W) ..\_Q‘j:; OM),: Lo..u., )" NetBIOS
888 Sel (b ol (Ao (B8 i &j90

VXU

< Back Next > Cancel

70



1 ‘5795 Moo 4\1....0 W 6)&0‘ ol) 9 R-A-»AJ

1 Acne Drecory DomainservicesInstalltion Waard x
- S | Forest o al> e ol o Next o5 L A

Set Forest Functional Level s e
Select the forest functional level ==

~ | Domain , Functional Level
Forest functional level:
[Windows Sever2008 ] ) ;"~§ yw‘ ‘) Functional Level

Details:
hhm forest functional level does not provide any new features over the Windows _‘.I

3 forest functional level. However, it ensures that any new domains created in Wi n d OWS L?‘!.J.J‘ o M ; 5 “5 ) 9143@

this forest will automatically operate at the Windows Server 2008 domain functional
vel, which does provide unique features.

S99 pae 2,8 L1, Server 2008 R2

You will be able to add only domain controllers that are running

Windows Server 2008 or Iater to this forest. ‘?l".L";‘ )5"\':"5 )" (:)'f"l" L_; w l'f (5LQDC

More about domain and forest functional levels

il axsls I DC a5 590 )0 098 (o0
/ il 0dl was VooV jg 0 joding (59, 45

<Back Next > Cancel |

¥

ss, |, Functional Level oL

2,5 okas Windows Server 2003
- R A bl 1) Blol clogkas Wb alo e ol 0 A

Additional Domain Controller Options B

DNS Server s o &0 40403

Select additional options for this domain controller.
[V DNS server 5 R ‘O . ‘ ~L:-> o ‘ A l ~..~‘
¥ Global )J U ‘J—Js ¥ * ° <
I~ Read+ in cantrofler (RODE] . . .
Addttional information: Global Qm M‘y LSA LM ML{J

[The first domain controller in a forest must be a global catalog server and =]
cannot be an RODC.

mnmmdmatyoumahheDNSSeNerserviceontheﬁmdomam Read_only 9 (Catalog) GC

Ll oS Jlee! 1, Domain Controller

More about additional domain controller options g')_'J 5‘ M J L> )Q l?d_?‘ )Q 45 (.g, L?!.;T )"

FB e S)lse nl et JiuS ol

<Back [ MNed> |  Cancel |

Aol g fome ST o S8l o (gl ply > ye ol (o DNS Server cbxsl &jge 4o Y-

LG Parent Zone |,; s,lu 59> DNS Zone !, Delegation csle sl
ceas Jb ,0 a5 ol lasS s solizwl WINAOWS DNS Server jiL o owiws

Ales oo ol 1) play Yes O b o i K> (0 el ]l

£5
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o1 Active Directory Domain Services Installation Wizard x|

Location for Database. Log Files. and SYSVOL E 5
Specify the folders that will contain the Active Directory domain controller =]
database, log files, and SYSVOL. ,l

SleMb!l gilw 0,033 sla juld sl s N

@ o9 dmled (oo e | (6,555 R 555

For better and bility, store the database and log files on separate
volumes.

Database folder:
C:\Windows\NTDS
Log files folder:
[c:\Windows\NTDS
SYSVOL folder:
IC:'\Windows\SYSVOL

1l

More about placing Active Directory Domain Services files

<Back [ MNeasly| Cancel |

°=| Active Directory Domain Services Installation Wizard N 5]

Directory Services Restore Mode Administrator Password =

Sl e als Wl a0 Y
Directory Services Restore

The Directory Services Restore Mode Administrator account is different from the domain

Administrator account. . & . . s | S h /I

Assign a password for the Administrator account that will be used when this domain Qﬁ‘ 03 P ey g ‘ Ode
controller is started in Directory Services Restore Mode. We recommend that you

choose a strong password.

Password: Inuou H '-\-MJL’ ﬁL@M QL’QP )9.:.9 4.0.15 l.j )9...9 4,0.15
G EECCE ——

More about Directory Services Restore Mode password

ol casel wim o aib ool ] (gy9l0b g
ua.ls.:.? 61).3 GQ‘) d.....” .J)‘Q Lg)L:.m.j ;M.Q‘
[ ol sl jo a8 sl 0939 gue aalS (ol

o Directory cossy ;o 0,5 aualys S8
o [l ] e ||, .. Services Restore Mode

- 0318 ()l 0 )5 Sliloe (S 50 5 098 o T D jg0 4 (6,958 pls 55T

Y



1 ‘5795 Moo di,...u W 6)‘&4‘ o‘) 9 h—d-@

@ Active Directory Domain Services Installation Wizard x| ©oa Ql “l, Ve }| ‘5‘ My}. 4'1?)-0 C)_i‘ )Q .\‘u
T e o] S easlie sy e |, odd
Review your selections:
Configure this server as the first Active Directory domain controller in a new forest. o a1 . . . ),
[The new domain name is ADExample.com. This is also the name of the new forest, 4':'1; ML}" 09}% (€5 > L’ ~~. LSL"'?)'L?
[The NetBIOS name of the domain is ADEXAMPLE _
Forest Functona Leve: Windows Server 2008 Ryl 5 &5 gyshiles (650 wax
,‘Dommﬁ.vml.evd:WndomServerm
j&o:bdu-ﬁn&oﬂm A4S Q)‘J S99 "\-“5 [l °"\’°L"“‘°J")
fd&iondowom: ~| .
To change napton clok Bock.Tobeghnhe aperaton, ek N aS s ekilen .l EXpoOrt settings
ST s || 5 Unattended ig; 4 coai
S ool oo anilS ol b al sols
<Bock [ Met> ] Concel | .
s 6,55 mls 6351 ceas g1, @nswer file
Sasles oolatul Slapass o b (5,500 slo
S DS oo ol |y cuas pul NEXE ;o5 LA
The wizard is configuing Active Directory Domain Services. This process can take
m:;mélomm.mﬁummmmﬂwﬁwm ) .
OLL 3l e 5088 (o0 Jsb (5,08 J>lye o0l
i" "Restart o, jesls b cwl L
Wating for DNS instalation to finish Loy &y C“-él-“‘jjg‘.’.l“ sl S }‘ gsi’ D
Reboot on «F «o  pow
Cancel I
% Rebootoncampleton K obl 5l o 4 a5 sl . completion

Sebegl Syge @ |y gl al Sl
Ll o Restart

Dasleyd Oylins; 1) jome 105 4 (LS @Mlel g (rre (gats o)
LSO

L S ygmn ool 45 il atils o,5ms ADMINISTrator s sy, wb b 6,955 1o 98T gm0

ol Sglite Wb (5,955 pls 9351 (6 59l5 5 05 9mm

A



(Dynamic Host Configuration Protocol)(DHCP) 39 yw (&3 (w AL

Ol SigealS sl joaib oo oyl gl TCP/IP 05 ko DHCP  ailsg
Sl 655110 gl i DHCP RYUR L RPREUE Spp <! DHCP Server 3 Slbegil & jg0 @
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& [ Ohgnos " features.
@ #d1: Configuration >
@ £ Storage
~ Roles Summary \ Rokes Summary Help
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Add Roles Wizard

ﬁh Specify IPv4 DNS Server Settings

Before You Begn
Server Roles
DHCP Server

When dients obtain an [P address from the DHCP server, they can be given DHCP cpions such as the IP
sddresses of DNS servers and the parent domain name, The settings you provide here wil be appled to dients

using Py,

Soecify the name of the parent domain that dients wil use for name resolution. This domain wil be used for al
| F'Ars=0.000M 0 this DHCP server.

Parent Doman:
packman.com

Specify the IP addresses of the DNS servers that chents will use for name resolution, These DNS servers wil be
used for all scopes you create on this DHCP server,

[192.165.1.10 tr" valdate I
Alternate DNS Server IPv4 Address:

[88388 *ﬂ——— vaidate |
More about DNS server settings
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Add Roles Wizard — ] IJ
ﬁ Add or Edit DHCP Scopes
Before You Begin A scope 15 the range of possble IP addresses for a network, The DHCP server cannot dstribute [P
addresses 10 chents untl 3 scooe is created,
A x
Network Comnecton Bndn 2 500 is a range of possible IP addresses for a network. The DHCP server cannot
IPv4 DNS Settngs distribute IP addresses to clients until a scopelis created.
TPv4 WINS Settings Delete l
DHCP Scopes Scope Name: [wBCLocal
DHCPVG Stateless Mode Starting 1P Address: [152.168.1.50
IOV OIS Settings Endng [P Address: [152:168. 1100
Confirmation
Sybnet Mask: |255.255.255.0
Progress
Resuls Default Gateway (optional): [192.168.1.1
Subnet Type: [Wired fease duration wil be 8days) ¥
V' Activate ths scope
[Tk ] cae |
Actvate Scope: Yes
More about adding scopes
<Pleml Next > l Instsl l Canced l
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Add Roles Wizard 4 x|
& Confirm Installation Selections
Before You Begn
To instal the following roles, role services, or features, dick Instal.
(i) 1 nformatonal message below
DHCP Server 2
Network Connection Bindngs (@) Ths server might need to be restarted after the installation completes.
IPV4DNS Settngs 2 DHCP Server
1Pv4 WINS Settings Network Connection Bindings: 192.168.1.200 (Pv4)
DHCP Scopes IPv4 DNS Settngs
DNS Parent Domain: packman.com
DHCPVE Stateless Mode: NS Servers: 192.168.1.10, 192.168.1.11
e R i
Scopes.
Progress Name: WBC-Local
Results Default Gateway: 192.168.1.1
Subnet Mask: 255.255.255.0
[P Address Range: 192.168.1.50 - 192.168.1.100
Subnet Type: Wrred (Jease duration will be 6 days)
Actvate Scope: Yes
DHCPV6 Stateless Mode: Disabled
Bt c-mal, o save the nformation
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= 5 Roles =
_ B oHoe server 21
= d Features Centrally manages and assigns IP addresses to network dients,
31 m Disgnostics —
= i} Configuration
- Storage ) S g
~ Events: None in the last 24 hours 53 Go to Event Viewer
7 OEvents & Fier Evenss
[} Properties
Level Event ID | Date and -
< | >
~ System Services: Al Running ", Go to Services =
Name Service Name [ ] Preferences
. DHCP Server DHCPServer B swo
=i | 3 P swe
Description:
MM&TGMW&M'UWM 1P Restart
of IP addresses,
specfication of the WINS and DNS servers,
DNS names. If this service is
stopped, the DHCP server will not perform TOPIP
configuration for chents. If this service is disabled, any
services that explcitly depend on it will fad to start,
2 and Support ;l
< | 3| <% LastRefresh: 6/12/2008 4:47:14PM Configure refresh
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Sggdﬁ:mw Start IP Address | End IP Address | Desaription

= 192.168.1.50  192.168.1.100  Address range for distribution

Py
= (] Scope [192.168.1.0) WBC-Local
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